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Chapter 1: Enterprise Web Training System (EWTS) Overview 

The Enterprise Web Training System (EWTS) is an online practice environment with a user interface and 

functionality that mirrors the Defense Travel System (DTS). It is approved for DoD use and managed by the 

Defense Travel Management Office (DTMO). There are two ways to access EWTS from the DTMO website: 

¶ Home > Training > Training Search  

https://www.travel.dod.mil/Training/Training-Search/ (Figure 1-1a)  

¶ Home > Training > Instructor Resources > DTS Training Resources 

https://www.travel.dod.mil/Training/Instructor-Resources/DTS-Training-Resources/ (Figure 1-1b)  

 

Figure 1-1a: EWTS Access ς Training Search Tool 

 

https://www.travel.dod.mil/Training/Training-Search/
https://www.travel.dod.mil/Training/Instructor-Resources/DTS-Training-Resources/
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Figure 1-1b: EWTS Access ς Training Resources 

The purpose of EWTS is to provide users a safe means to practice performing DTS tasks including: 

¶ Creating and editing travel documents 

¶ Reviewing and approving travel documents 

¶ Performing DTA administrative and reporting tasks 

The benefits using EWTS include: 

¶ Improved user skills 

¶ Customized setup 

¶ Advanced access to updates before they appear in DTS 

EWTS simulates DTS by having the same look and feel, but there are a few differences between the two systems, 

such as: 

¶ EWTS does not create live reservations, but simulates the functions performed by a Travel 

Management Company (TMC) (e.g., booking and ticketing reservations). 

¶ EWTS does not obligate or disburse any unit funds, but imitates the functions performed by a DoD 

financial system and updates documents (e.g., POS ACK and PAID stamps). 

ϝCƻǊ ǘƘŜ ǊŜƳŀƛƴŘŜǊ ƻŦ ǘƘƛǎ ƎǳƛŘŜΣ άȅƻǳέ ǊŜŦŜǊǎ ǘƻ ǘƘŜ 9²¢{ !ŘƳƛƴƛǎǘǊŀǘƻǊ or DTS Trainer for a site or organization 

providing training for DTS users.  

  



Guide: EWTS  November 03, 2022 

Defense Travel Management Office 6 travel.dod.mil 

Chapter 2: EWTS Requirements 

EWTS is available 24/7, unless there is scheduled required maintenance. There is no cost associated to using the 

training system, but there are some specific requirements such as:  

¶ Only access from the DTMO website (page 4) 

¶ Internet connectivity 

¶ Install JAVA software on PC (Section 2.1) 

¶ Current browser configured to work with EWTS/DTS (contact IT Staff) 

¶ Use an active PKI Training certificate (Section 2.2) 

¶ Access with an assigned EWTS profile with at least permission level 0 (Section 3.2.2) 

¶ NEVER access with a CAC 

¶ NEVER use real SSNs 

¶ NEVER use real GTCC information 

¶ NEVER use real EFT data 

¶ Organizations formatted to support database purge requirements (Section 5.1, Organizations) 

Note: EWTS is compatible with different browsers such as Mozilla Firefox, Google Chrome, and Microsoft Edge 

browsers. Sites adhere to different compliance and security rules. Before accessing EWTS, check with your IT 

staff for approved browser use, administrative and other local system requirements.  

2.1 Install JAVA 

9²¢{ ǳǎŜǎ ŀ W!±! ŀǇǇƭŜǘ ŎŀƭƭŜŘ ǘƘŜ ά5.ǎƛƎƴ ¦ƴƛǾŜǊǎŀƭ ²Ŝō {ƛƎƴŜǊ ό¦²{ύέ ǘƻ ƭƻƎ ƛƴǘƻ ǘƘŜ ǎȅǎǘŜƳ ŀƴŘ ǿƘŜƴ 

signing documents. To install and run this applet, your JAVA software must be up-to-date. If your computer does 

not contain JAVA or requires updating, contact your IT staff. The DTS Home page provides key setup information 

for First Time Users (Figure 2-1). You find the information at the bottom of the page. 

 

 

 



Guide: EWTS  November 03, 2022 

Defense Travel Management Office 7 travel.dod.mil 

 

 

Figure 2-1: DTS Home Page - Need More Assistance? 

1. Select the link Accessing DTS: First-time Users. The Accessing DTS information page loads (Figure 2-3). 

A few setup checks listed with an indicator of successful or action required. Contact your IT POC if your 

PC requires configuration changes to allow DTS or EWTS access. 

 

Figure 2-2: Computer Requirement Checks 
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2. If you scroll further, the screen provides information regarding Enabling Browser Pop-ups and Your 

DTS Account. 

2.2 PKI Certificate 

To access EWTS, you need a DoD Public Key Infrastructure (PKI) certificate and password. Together, they 

simulate in EWTS the identification and security functions that the PKI certificate in your Common Access Card 

(CAC) and your CAC PIN perform for the Defense Travel System (DTS). You should never use your CAC PKI 

certificate to access EWTS as you risk PII exposure. Instead, only use the PKI training certs to log into EWTS. See 

Section 3.3 on how to request certificates. 
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Chapter 3: Training Preparation  

Finding time to train users may not be easy. How much time or how little drives what you can provide in a single 

session. Training may require multiple sessions and/or individuals may need to fulfil some prerequisites before 

attending a class. Your organization may have an existing training program for you to start with or you may need 

to build your program from the ground up. 

In this section, we address key considerations, resources, and the PKI Cert process, which is necessary to 

coordinate a training opportunity. 

3.1 Getting Started 

Here are a few key considerations to help you as a DTS Trainer prepare for training users: 

¶ Determine the need for training 

o New employees 

o High number of Audit findings 

o Delays in processing vouchers 

o Financial rejects 

¶ Decide who needs training 

o Travelers 

o AOs 

o DTAs 

¶ Determine how you deliver training 

o Individually 

o Group  

o Classroom with computers 

o Virtually using MS Teams or Zoom 

o Demonstrations 

¶ Develop a Training Plan  

o Define how often to train 

o What functions to train based upon user role 

o What aids to use for training 

o What will determine the measure of success 

o Common issues and resolutions 

o Help Resources 

¶ Create a Class Agenda per each class outlining schedule of events 
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¶ Create Practical Exercises for users to complete in EWTS 

¶ Gather training aids and resources; JTR, local business rules, DTMO website 

¶ PKI Certs; request, verify, and manage for training needs (See Section 3.3) 

3.2 Resources 

When you are working on a training plan you can use resources already available and tailor the information 

ōŀǎŜŘ ǳǇƻƴ ȅƻǳǊ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ ƴŜŜŘǎΦ The DTMO website offers an abundance of resources for travel. You can 

access them from the DTMO main Training page (Figure 3-1). In addition to this guide, there are Web-Based 

Training (WBTs) classes, FAQs, Distance Learning (DL) sessions, and other travel aids.  

 

Figure 3-1: DTMO Website ς Main Training Page 

¶ Through the DTMO Passport application, TraX provides access to online WBT sessions covering the DTA 

Administrative actions, document processing, and much more. Also, in TraX, is the Knowledge Center 

provides an abundance of FAQs addressing assorted travel questions and links to vital resources. 

¶ The DTMO provides the DL session D205: Enterprise Web Training System (EWTS) Setup and 

Application using Microsoft Teams. See the DTMO website for the Distance Learning Schedule.  

¶ The DTMO website (Figure 1-1a) provides access to the Training Search Tool containing over 100 travel 

related guides, information papers, and much more. 

https://www.travel.dod.mil/Training/
https://media.defense.gov/2021/Nov/09/2002890086/-1/-1/0/DLEARNINGSCHEDULE.PDF
https://www.travel.dod.mil/Training/Training-Search/
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3.3 PKI Certificates 

The EWTS Site Administrator for a site or organization maybe be a Lead DTA (LDTA) or DTS Trainer. The EWTS 

Site Admin is responsible for obtaining EWTS PKI certificates, managing PKI storage, and tracking who has access 

to them. If there is not a EWTS Site Admin for your organization, reach out to your Component Rep for 

assistance. 

The EWTS PKI certificates are: 

¶ Required to access EWTS 

¶ Typically valid for three years from the certificate issuance date 

¶ Last name formatting of cert and EWTS profile must match 

Check the expiration date by: 

¶ Referring to the instructions provided by the PKI certificate issuing authority. 

-OR- 

¶ Review Chapter 5 on how to import certificates into a browser and access a browser to locate imported 

certificates. 

3.3.1 Requesting PKI Certificates 

The EWTS Site Admin should work with the Component Representative to obtain PKI certificates from the 

serving Registration Authority (RA) based upon your internal process. Record the cert information: naming 

format, expiration date, password, and trainer who will use them. The EWTS Site Admin must verify the 

password upon receipt of the certs from the RA. The EWTS Site Admin will provide the PKI certs, passwords, and 

instructions to the DTS Trainers following their local business rules. 

Hands-on training classes require each student to have a PKI certificate to access EWTS. The instructor and 

students upload the certs into the t/Ωǎ browser. The DTS Trainer should have enough certs to meet the training 

needs. Part of the pre-planning is to determine how the certificates will associate to a EWTS role. For example, if 

you are training 20 students to learn the traveler role, then you need 20 PKI certs. If you are training 15 students 

on the traveler and AO roles, then the 15 students each need two PKI certs to complete the training tasks. As an 

instructor, you need at least three PKI certs, to fulfill the traveler, AO, and DTA functions. Work with the 

issuance authority when naming certificates and your IT POCs for cert storage. 

Please contact your IT for PKI guidance and comply with your local procedures. Reference: JTF-GNO CTO 07-

015, Public Key Infrastructure (PKI) Implementation, section E Task 4. "Per JFHQ-DODIN DoD agencies should 

NEVER store software certificates and private keys (.p12/.pfx files) on a local drive (computer hard drive) or 

network (Intranet/Internet) locations." 
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Chapter 4: Request for Training Organization 

Before accessing EWTS to create documents, the structure or the framework must be in place. The DTMO EWTS 

Administrator establishes the initial setup (1 organization, 1 routing list, 1 group, GGMRs, 1 LDTA profile, 1 LOA 

and budget), provides designated SSN list for EWTS profiles, and detailed instructions to the DTS Trainer. Note: 

The DTMO EWTS Administrator creates the organization name based upon the Component (i.e. Navy, Air Force, 

etc.). The DTS Trainer customizes the setup for their organization using the SSN list for profiles, resources, and 

instructions provided by the DTMO EWTS Administrator.  

The following sections discuss the EWTS setup process in-depth. 

4.1 Lead DTA/DTS Trainer 

Once the Lead DTA or DTS Trainer receives their PKI certificates, they should reach out to the DTMO EWTS 

Administrator to request an organization, profile setup assistance, and general guidance for EWTS use. The Lead 

DTA or DTS Trainer will provide two encrypted emails using the centralized mailbox at dodhra.mc-

alex.dtmo.mbx.ewts-requests@dod365.onmicrosoft.us. 

CƻǊ ǘƘŜ ŦƛǊǎǘ ŜƳŀƛƭΣ ǘƘŜ {ǳōƧŜŎǘ ǎƘƻǳƭŘ ŎƻƴǘŀƛƴΣ ά9²¢{ {ŜǘǳǇ wŜǉǳŜǎǘ ό/ǳǎǘƻƳŜǊ [ŀǎǘ bŀƳŜΣ CƛǊǎǘ bŀƳŜ ς Service 

ƻǊ !ƎŜƴŎȅύέ ŀƴŘ should include: 

¶ Site or Organization Name (e.g., Army Financial Management Office) 

¶ Site or Organization Location (e.g., 111 Soldiers Drive, Ft. Belvoir, VA) 

¶ Site POC full name 

¶ Site POC work email address (i.e., .dod or .mil) 

¶ Site POC work phone number 

¶ Number of training certificates received from local issuing authority 

¶ Name of each training certificate received from local issuing authority 

¶ EWTS Organization Name, if known or if unknown the DTMO EWTS Administrator will assign the 

organization name based upon the Component and formatting requirements (e.g.,TAZARMOFB). 

¶ Attach a PKI certificate for DTA profile setup in EWTS 

For the second encrypted email, Subject should contain, άEWTS Setup Request - PW (Customer Last Name, First 

Name ς {ŜǊǾƛŎŜ ƻǊ !ƎŜƴŎȅύέ ŀƴŘ should include the password issued for the PKI certificate. Note: The passwords 

are case sensitive, so be sure to provide the password as sent to you by the RA or certificate issuance authority. 

4.2 DTMO EWTS Administrator 

The DTMO EWTS Administrator receives and reviews the two encrypted emails from the Lead DTA/DTS Trainer. 

If any data is missing, the DTMO will contact the Lead DTA/DTS Trainer for further clarification. 

The DTMO EWTS Administrator will conduct the following actions: 

¶ Determine if the site has an EWTS Organization setup. If not, build the organization and record the 

exact naming sequence. See Chapter 6 of this guide for more about setting up the organization. 

¶ Extract the PKI certificate for DTA profile setup ŦǊƻƳ ǊŜǉǳŜǎǘƻǊΩǎ ŜƴŎǊȅǇǘŜŘ ŜƳŀƛƭΦ 

¶ Upload the PKI certificate into browser using the dedicated password; should be in second email. 

mailto:dodhra.mc-alex.dtmo.mbx.ewts-requests@dod365.onmicrosoft.us
mailto:dodhra.mc-alex.dtmo.mbx.ewts-requests@dod365.onmicrosoft.us
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¶ Determine if the site has an allotted set of SSNs. If not, assign the SSN list for the site and track the set. 

¶ Determine if the site has a DTA profile in the EWTS organization. If not, using the SSN list build a profile 

and set the permissions and access levels for DTA role. 

¶ Log into EWTS to activate the account, verify the certificate and password word. 

The DTMO EWTS Administrator notifies the Lead DTA/DTS Trainer of completed actions and provides detailed 

instructions for finalizing setup and logging into EWTS. The email should include: 

¶ The assigned EWTS Organization name.  

¶ The Default Routing List name. 

¶ The name for the created the DTA profile and the permissions and access levels granted. 

¶ Confirmation the certificate and password worked for the DTA. Note: If the password is incorrect, 

notify the Lead DTA/DTS Trainer to check ǘƘŜ ǇŀǎǎǿƻǊŘΦ LŦ ǘƘŜ ǇŀǎǎǿƻǊŘ ǎǘƛƭƭ ǿƻƴΩǘ ǿƻǊƪΣ ǘƘŜn a new 

certificate is required with a valid password. 

¶ Provide the allotted set of SSNs for the site to use for profile setup. Indicate the SSN used for the DTA 

profile. 

¶ Provide instructions for uploading the certificates into a browser. 

¶ Provide instructions for finalizing EWTS setup (e.g., Orgs, Routing Lists, Groups, Profiles, LOAs and 

Budgets).  

¶ Provide links to additional resources (e.g.,TraX, DTMO main Training page, EWTS link). 

The DTMO EWTS Administrator will monitor for additional questions from the Lead DTA/DTS Trainer and 

provide support. 
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Chapter 5: Importing Certificates into Brower 

Once the DTMO EWTS Administrator establishes the organization and DTA profile, the Lead DTA or DTS Trainer 

will import the PKI certificates into a browser on the instructor PC and then confirm the certificates (with the 

expiration dates) appear in the browser. 

Note 1: You can use Chrome, Edge, or Firefox browsers to access EWTS, but do not use IE. Check with your local 

IT for which browsers are allowable. 

Note 2: If the DTS Trainer already imported the certs and confirmed passwords, and located the certs in a 

browser, then skip Section 5.1 and Section 5.2. Begin with Section 5.3. If not, review the import cert process 

below. 

5.1 Import Certificates to the Certificate Store 

¢ƘŜ ŎŜǊǘƛŦƛŎŀǘŜ ǎǘƻǊŜ ƛǎ ƭƻŎŀǘŜŘ ƻƴ ǘƘŜ ŎƻƳǇǳǘŜǊΩǎ ƘŀǊŘ ŘǊƛǾŜΦ Lǘ ƛǎ ŀ ǎǇŜŎƛŀƭ ƪŜȅ ŘŀǘŀōŀǎŜ ǳǎŜŘ ǘƻ ǎǘƻǊŜ ŘƛƎƛǘŀƭ 

ŎŜǊǘƛŦƛŎŀǘŜǎ ŀƴŘ Ƴŀȅ Ŏƻƴǘŀƛƴ ǘƘŜ ŎŜǊǘƛŦƛŎŀǘŜΩǎ ǇǊƛǾŀǘŜ ƪŜȅΦ ¢ƘŜ ƭƻŎŀǘƛƻƴ ƻŦ ǘƘŜ ŎŜǊǘƛŦƛŎŀǘŜ ǎǘƻǊŜ ǾŀǊƛŜǎ ōȅ ǿŜō 

browser. Typical browsers used to import the certificates are Chrome, Firefox, and Edge. If your organization 

uses a browser not listed in this guide, then contact your IT staff for assistance. 

As discussed previously, you receive the PKI certificates from the issuance authority. Local procedures determine 

certificate delivery; encrypted email or from a downloadable location. 

Importing certificates from email: 

1. Locate the encrypted email and open the email to see the list of certificates (Figure 5-1). Note: Figure 5-

1 is a .p12 cert example. Your actual certificates may have a different naming convention. 

 

Figure 5-1: Sample Certificates in Email 

2. Double-click one certificate (.p12 file). An information message appears (Figure 5-2). 

 

Figure 5-2: Opening Mail Attachment Message 
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3. The Certificate Import Wizard opens (Figure 5-3). 

 

Figure 5-3: Certificate Import Wizard Screen 

4. Select Next. The File to Import screen (Figure 5-4) opens. Do not change the pre-populated information 

in the File Name field. 

 

Figure 5-4: File to Import Screen 
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5. Select Next. The Password field appears (Figure 5-5). 

 

Figure 5-5: Password Screen 

¶ Enter the certificate password into the Password field. This is the one provided to you by the issuing 

authority. Note: The password is case sensitive, so type it as provided to you. 

¶ Uncheck the Enable strong private key protection box όǳƴƭŜǎǎ ƛǘΩǎ ǳƴŎƘŜŎƪŜŘ ōȅ ŘŜŦŀǳƭǘύΦ 

¶ Leave the Mark this key as exportable and Protect private key using virtualized-based security (Non-

exportable) boxes unchecked. 

¶ Select the Include all extended properties box. 

6. Select Next. The Certificate Store screen opens (Figure 5-6ύΦ ¢ƘŜ ά!ǳǘƻƳŀǘƛŎŀƭƭȅ ǎŜŎǘƛƻƴέ ƻǇǘƛƻƴ ƛǎ 

active by default. While you can change it to the Place all certificates in the following store ƻǇǘƛƻƴΣ ƛǘΩǎ 

generally a good idea to accept the default certificate store. 
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Figure 5-6: Certificate Store Screen 

7. Select Next. The Completing the Certificate Wizard screen opens (Figure 5-7).  

 

Figure 5-7: Completing the Certificate Import Wizard Screen 

8. Select Finish. The Certificate Import Wizard pop-up message displays the following text: The import 

was successful (Figure 4-8). 
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Figure 5-8: Pop-up Message 

9. Select OK to close the message. 

10. You will repeat the same process until you import all the certificates necessary for your training class.  

11. Verify the certs appear in a browser. 

Importing Certs from other than email location: 

1. Verify with your EWTS Administrator where to locate the PKI certificates. Note: Follow your local 

processes for certificate storage. 

2. Open the folder or determined cert location. Double click on the certificate to open the file (Figure 5-9). 

 

Figure 5-9: PKI Certificate 

3. The Certificate Import Wizard opens (Figure 5-10). 

 

Figure 5-10: Certificate Import Wizard Screen 








































